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Is Using “Smart Technology” Smart? 
 
 This article will discuss the potential privacy implications caused by using smart technology that 
is “always listening” in office or professional settings—particularly in environments where protected 
health information or confidential business information is discussed.  As we have already observed, the 
use of such technology in your home or office can create unintended consequences.  

 The Amazon Echo has been the subject of controversy for the past several months owing to its 
ever-listening ear.  ‘Alexa’, as the Echo is named, is always on and always tuned in to hear a key phrase—
usually her name—to initiate Internet searches, play music, read the weather, play the news highlights, 
make Internet purchases and so much more, and she is not alone.  A growing sector of these in-home and 
in-office devices have been created to be entertainment and lifestyle concierges.  However, this 
convenience is not without consequence.  Most activity that Alexa picks up is recorded, transcribed and 
logged in the Alexa Application, even when the user does not intend Alexa to hear or process a request.  
Though the user’s utterance of ‘Alexa’ will trigger the listening ear of an Echo, words sounding similar to 
‘Alexa’ can also do the trick.  As many saw during the Google Home’s Super Bowl Commercial, even 
television commercials that say “OK Google” are sufficient to trigger that device’s listening functionality.  
Since these devices listen for multiple seconds after their trigger is said, possibilities are endless regarding 
the content of discussions that can be picked up and tracked when owners are watching television, having 
conversations, utilizing dictation, talking on the phone or listening to music proximate to their favorite 
devices. 

 Why is this a problem?  Well, it might not be.  If you are using the Echo in your home and you 
don’t mind your search histories and conversations being logged, keep using the Echo with its full default 
functioning.  However, if you use an Echo in your office to play music, turn on your appliances, or for any 
other reason, be mindful of what you say around this new technology, consider changing its default 
listening settings, and take extra precautions when discussing sensitive information around it. 

 For a hypothetical, remember back to the days of Furby: a toy so beyond its time that it received 
its own National Security Agency (“NSA”) ban.  In 1999, the NSA issued a policy banning employees from 
bringing Furbies onto work premises for the fear that they would learn highly confidential information 
and leak it to whatever child was lucky enough to receive the toy.  In light of recent new stories, and 
general concerns over international spying, hacking and other computer related espionage, one can only 
imagine what the NSA’s take on the use of the all-hearing Echo would be today.     

 While the Furby was only programmed to learn 100 very specific (and very innocuous) words, the 
Echo has full transcription capabilities, and is not limited in the content or language that it hears or 
maintains.  This means that doctors who utilize patient file dictation, or CEOs who discuss business 
strategy, in the same office as an Echo may be unknowingly causing their most sensitive information to 
be reduced to writing and stored on a server out of their grasp.  This raises the security questions: is this 
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server infallible to hackers?; and does it use encryption sufficient to satisfy HIPAA privacy laws?  Because 
the language the Echo hears can be dictated and transcribed to a virtual log, not only is the danger of 
accidental leaking or hacking very real, but these document logs are also neatly packaged and poised to 
be discoverable in and detrimental to litigation. 

 In February of 2016, Police investigating the death of an Arkansas man filed a search warrant for 
the production of the logged conversations “overheard” by the Echo device located on the suspected 
murderer’s kitchen counter.  Police believed that any conversations or sign of struggle that took place 
within earshot of the Echo may have been picked up by the device, and could provide clues about the 
night of the incident.  In effect, the warrant acknowledged the Echo as a key murder witness.   

 While police were able to receive some customer account information through a subpoena served 
on Amazon, the company’s corporate privacy policy is not to turn over any “customer information without 
a valid and binding legal demand properly served upon [them].”  Amazon’s dedication to customer privacy 
protections is reminiscent of Apple’s approach to the FBI investigation stemming from the December 2015 
San Bernardino mass shooting.  In that case, Apple refused to provide the FBI with access to an iPhone 
owned by the principal shooter, Syed Rizwan Farook, which the FBI believed contained valuable 
information pertaining to Farook’s motivations, and links to other terror cells. Apple’s refusal was based, 
in part, on the precedent that would be set based on the production, which had far-reaching privacy 
implications for all smart phone users and producers.  

 The Echo is only one technology in a growing group of products designed to make our lives easier.  
These products, like the 96% of new cars that come standard with black boxes, activity trackers such as 
Fitbit® and Garmin®, children’s toys, smart phone apps and computers, all log specific information about 
users that can be helpful in civil and criminal litigation.  Presently, several public interest organizations 
are working to reframe legislation to prohibit discovery of these recordings on the basis that discovery is 
considered eavesdropping pursuant to federal and state wiretap laws.  However, applicable statutes have 
not yet been brought up to modern standards, leaving the courts to balance the public’s privacy concerns 
with the need for law and justice.  While only time will tell if Amazon’s information protection policy 
will hold up against a court order, consumers should nevertheless be mindful of the exploitation of their 
personal data through use of an Echo, and other devices.    

 Who can and who must give over evidence from these types of “smart technologies” is a 
quintessential question in the age of the Internet of Things, and creates confusion for consumers and 
companies holding consumer data, specifically about preservation of data for litigation.  While individual 
consumers may be able to claim an “expectation of privacy” when using the Echo in their homes, business 
entities are less protected.  Federal Courts usually treat all data maintained within a business as 
discoverable, meaning even an Echo not used for work purposes, but kept in an office, could be subjected 
to search.   

 The discoverability of transcription histories increases the obligation of consumers to maintain 
Alexa’s data at the onset of litigation to ensure that none of the recordings or transcriptions get deleted.  
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This could lead to quite voluminous and expensive productions based on the amount of information the 
Echo hears and maintains on a regular basis.  Users should be mindful that if their smart technology is 
implicated through litigation, there could be costly discovery fees associated with producing such stored 
information, and in retaining an attorney to review the data.  Further, if users are not careful about 
deletions to transcription logs, potential spoliation liability and hefty fines could be imputed on 
consumers who try and fail in maintaining their own data without consulting legal counsel for assistance.  

 When using an Echo, or any smart technology capable of recording any sort of voice or activity 
data, be mindful of the contexts in which it could be used for litigation.  When in doubt, do not discuss 
protected health information, or commercially sensitive information in the same room as one of these 
devices, or if you do, confirm its settings are set so that nothing is recorded that you do not intend to be.   

 If you believe you might be involved in litigation which implicates data stored on a piece of smart 
technology, consult an attorney on how best to maintain that information, and possible ways to keep that 
information from being discoverable in litigation.     

 If you have any questions about this Legal Briefing, please contact any attorney of our Firm at 585-
730-4773.    

This Legal Briefing is intended for general informational and educational purposes only and should not be considered legal advice or 
counsel. The substance of this Legal Briefing is not intended to cover all legal issues or developments regarding the matter. Please 
consult with an attorney to ascertain how these new developments may relate to you or your business.  
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