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May 4, 2017 
Federally Qualified Health Center Penalized for HIPAA Violation 

 In a report issued by the Health and Human Services Office for Civil Rights (“OCR”) on April 12, 2017, 
OCR made public its continuing intention to enforce the provisions of HIPAA, even against a Federally Qualified 
Health Center. 

 The resolution agreement by and between OCR and Metro Community Provider Network (“MCPN”) 
required a $400,000 Resolution Amount and implementation of a Corrective Action Plan. Both are available at 
https://www.hhs.gov/sites/default/files/mcpn-ra-cap.pdf. 

 The Resolution Amount considered MCPN’s status as an FQHC, or it likely would have been much 
higher. 

 MCPN is a Denver Colorado Federally Qualified Health Center (“FQHC”) that, per their website 
(http://mcpn.org/), has provided the indigent suburban population of Denver with primary care services for 27 
years. In January of 2012, MCPN notified HHS of a cyber-attack to its employee email accounts that resulted in 
compromising the e-PHI of 3,200 patients. The attack was the result of a “phishing” incident, a cyber-attack that 
gets unwary individuals to divulge sensitive information to the hacker by creating a seemingly legitimate email 
or website that requires the information as part of an inquiry. MCPN had become aware of the cyber-attack on 
December 5, 2011. OCR started its own investigation into the incident on April 6, 2012. 

 At the heart of the penalty assessed to MCPN was a determination by OCR that an appropriate risk 
analysis had not been done prior to the cyber-attack to determine MCPN’s vulnerability. Thus, appropriate 
administrative safeguards had not been instituted in accordance with 45 CFR 164.308. 

 A lingering risk still exists for MCPN, even after the Resolution Agreement being signed with OCR, that 
further action may be taken under the Civil Monetary Penalties provisions of 42 U.S.C. §1320a-7a. This could 
carry with it additional fines and penalties in excess of the $400,000 Resolution Amount. 

 This matter is a notice for all HIPAA Covered Entities, and likely their Business Associates as well, that 
regular risk assessments are a requirement for inoculating the organization from future liability should a breach 
occur. To assist organizations with conducting such a risk analysis OCR has issued guidance and a risk tool on 
its website. 

(https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/rafinalguidancepdf.pdf) 

(https://www.hhs.gov/hipaa/for-professionals/security/guidance/guidance-risk-analysis/index.html) 

If you have any questions about this Legal Briefing, please contact any attorney of our Firm at 585-730-4773.    

This Legal Briefing is intended for general informational and educational purposes only and should not be considered legal advice or counsel. 
The substance of this Legal Briefing is not intended to cover all legal issues or developments regarding the matter. Please consult with an 
attorney to ascertain how these new developments may relate to you or your business.  
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