
Pullano Farrow & 
LAW OFFICES OF

PLLC

October 23, 2014

 The recent spread of the Ebola Virus Disease (”EVD”) throughout West Africa, and more 
recently the United States, has led the World Health Organization, the Centers for Disease 
Control and Prevention (“CDC”), and other regulatory organizations such as the New York State 
Department of Health to revisit infection control procedures, treatment regimens, and other 
policy considerations.  This article addresses some of the health care issues on the horizon that 
have been raised as a result of this serious health concern.  

EMERGENCY PREPAREDNESS—REVISING YOUR EXISTING PLANS

 Governor Andrew Cuomo's recent announcement that eight (8) hospitals in New York 
State have been designated as Ebola treatment centers increases the likelihood that the virus will 
arrive in our State.  All business-owners must be prepared in the event that the virus may spread 
like it did to the two nurses at the Dallas hospital which had been treating a patient with EVD.  

 Consider that before being quarantined, the second Dallas nurse with EVD traveled by 
airplane to Cleveland, during which time two employees of Akron-based First Energy Corp. 
potentially came into contact with her. After learning this, the company ordered the employees 
on paid leave for 21 days, the maximum time it takes from infection to onset of symptoms, 
according to the World Health Organization. What will you do if your business is faced with a 
similar situation?

 Absent government action such as declaring a state of emergency, federal and state laws 
could prohibit actions business owners might view as common sense measures. For example, the 
Americans with Disabilities Act (“ADA”) restricts the ability of employers to require employee 
medical exams, such as taking their temperature, and bars directing them to divulge medical 
information.  There is some leeway for employees whose health poses a “signicant threat” to 
coworkers, but this threat must be based on facts, not “subjective perceptions . . . [or] irrational 
fears.”  The bottom line is business owners walk a ne line taking action in such situations.

 So what can a business owner do?  Have a plan based on government and industry 
guidelines, and let those within the organization know about it.  Disaster recovery and business 
continuity plans have long been a staple of large companies.  These plans have taken on renewed 
signicance in the wake of the 9-11 attacks and natural disasters like Hurricane Katrina and 
Superstorm Sandy.  Unfortunately, small and medium-sized businesses, which are even more 
susceptible to the effects of an interruption in operations, are far less likely to engage in this type 
of planning. According to the Federal Emergency Management Agency, more than 40% of 
businesses do not reopen after a disaster.  Of those that do, only 29% were still in business just 
two years later.
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 How can an emergency preparedness plan help?  In the case of the EVD outbreak, it puts 
everyone in the organization on notice of the policies and procedures in place, providing critical 
reassurance.  The plan can also encourage employees to voluntarily give information and take 
action that the employer could not legally require.  Such was the case with the First Energy Corp. 
employees, who reported to the company their potential exposure to EVD. 

 The CDC has released EVD prevention and control recommendations for the workplace, 
which it continues to revise, rene, and expand.  These recommendations, as well as other tools 
and information, can be accessed online via the following links:

Ÿ CDC Guidance for Workplace Safety and Health – 
http://www.cdc.gov/niosh/topics/ebola/

Ÿ CDC Information for Healthcare Workers and Laboratory Workers – 
http://www.cdc.gov/vhf/ebola/hcp/index.html

Ÿ CDC Interim Guidance about Ebola Infection for Airline Crews, Cleaning Personnel, 
and Cargo Personnel – http://www.cdc.gov/quarantine/air/managing-sick-
travelers/ebola-guidance-airlines.html

Ÿ CDC Interim Guidance for Monitoring and Movement of Persons with Ebola Virus 
Disease Exposure – http://www.cdc.gov/vhf/ebola/hcp/monitoring-and-
movement-of-persons-with-exposure.html

Ÿ The non-prot Insurance Institute for Business & Home Safety has developed a free tool 
for businesses to create a continuity program – https://www.disastersafety.org/open-
for-business/

Ÿ The Small Business Administration aids small businesses with disaster recovery 
planning – http://www.preparemybusiness.org 

HIPAA PRIVACY v. STOPPING THE SPREAD OF EBOLA

 The Health Insurance Portability and Accountability Act of 1996 and its implementing 
regulations (“HIPAA”) are the most comprehensive patient privacy rules to ever enter American 
jurisprudence.  It is the reason we Americans ll out many of the forms we do at health care 
entities and it has sparked an entire privacy and security industry.  HIPAA attempts to meet a 
legitimate need for each of us to protect our health information in an increasingly electronic  
world.

 Patient privacy, though, can be a detriment in the face of public health concerns.   Delays 
in discovering potential public health problems can lead to preventable illness and even death.  

 So where is the legal line between individual privacy and the public good? HIPAA's rules 
on public health concerns, such as our rising awareness of EVD, are as intricate as the sociological 
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problem they attempt to address – Personal Rights v. Public Safety.  A lengthy discussion on the 
topic may be necessary if you are faced with this dilemma as a health care provider, health care 
worker, employer or other related entity; but the one brief takeaway that we can provide here is 
that HIPAA is not a complete barricade to the release of needed information to protect the public.  

 Unfortunately natural events over the last decade have given us plenty of time to “ne-
tune” the way HIPAA's privacy protections will function during serious public health concerns.  
Hurricane Katrina and Superstorm Sandy alone helped esh out many of the issues that need to 
be addressed.  As a result the United States Department of Health and Human Services has 
issued guidance on special emergency procedures to be followed as well as tools to help with 
Emergency Preparedness Planning & Response.  They have even created a HIPAA Decision 
Making Tool to assist Covered Entities analyzing their privacy obligations.

Ÿ Hurricane Katrina 
http://www.hhs.gov/ocr/privacy/hipaa/understanding/special/emergency/katrin
anhipaa.pdf)

Ÿ Superstorm Sandy 

https://www.cms.gov/About-CMS/Agency-
Information/Emergency/Downloads/Hurricane-Sandy-PHE-Declaration-and-
Section-1135-Waiver-for-New-York-10-31-12.pdf

Ÿ United States Department of Health and Human Service – Decision Making Tool 
http://www.hhs.gov/ocr/privacy/hipaa/understanding/special/emergency/decisi
ontoolintro.html 

Ÿ United States Department of Health and Human Services – Emergency Preparedness 
Planning & Response 
http://www.hhs.gov/ocr/privacy/hipaa/understanding/special/emergency/)

 Let us be clear, even during a national emergency or public health scare Covered Entities 
such as nursing facilities, hospitals, and physician ofces must still follow the rules of HIPAA.   
For proof, just look to the case of two Nebraska health care workers terminated for 
inappropriately looking at the chart of a physician being treated for EVD at their facility in 
September.  HIPAA sets forth a clear path for information to be shared in a timely fashion with 
the public to prevent tragedy, but vigilante action by individuals will still result in serious 
repercussions.  

GOVERNMENTAL AUTHORITY 

 In the wake of the 2001 terrorist attacks, the 2003 Severe Acute Respiratory Syndrome 
(“SARS”) epidemic, Hurricane Katrina in 2005, the inuenza A (H1N1) pandemic in 2009, 
Superstorm Sandy in 2012, and the ongoing concern about future similar events, public health 
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ofcials have acted to strengthen their jurisdictions' legal preparedness for all types of public 
health emergencies.   The potential of an EVD pandemic emergency has raised questions as to the 
powers the Federal government would have during such an emergency.

 The preservation of the public health has historically been the responsibility of state and 
local governments.  However, when it comes to protecting the health, safety and well-being of 
the public during a potential pandemic, it would appear that Federal government leadership 
roles and responsibilities for pandemic preparedness and responses are evolving and involve 
shared responsibility between the Department of Homeland Security (“DHS”) and the 
Department of Health and Human Services (“HHS”). ***Once a federal declaration of emergency 
has been issued, state laws will be preempted to the extent that they conict with federal laws.  

 Under the Public Health Service Act (“PHSA”), 42 U.S.C. §§ 201 et seq. (1994), during an 
emergency proclaimed by the President (42 U.S.C. § 217), the Secretary of Health and Human 
Services is authorized to develop and take necessary actions to implement a plan to control 
epidemics of any disease or condition and to meet other health emergencies and problems, (42 
U.S.C. § 243). 

 Under Section 319 of the Public Health Service Act: Public Health Emergencies 42 U.S.C. § 
247d, the Secretary of the Department of Health and Human Services is authorized to determine 
whether or not a public health emergency exists.  To make such a determination, the Secretary 
must determine if: “1) a disease or disorder presents a public health emergency; or 2) a public 
health emergency, including signicant outbreaks of infectious diseases or bioterrorist attacks, 
otherwise exists.”  From the determination of a public health emergency ows the ability of the 
Secretary of HHS to “take such action as may be appropriate.”  The possible actions, and the 
sections of law from which they ow, the Federal government can take under such a declaration 
are as follows: 

Ÿ The Secretary of HHS is authorized to waive or modify certain requirements of 
Medicare, Medicaid, and the State Children's Health Insurance Program during certain 
emergencies. (Section 1135 of the Social Security Act: Authority to Waive Requirements 
during National Emergencies 42 U.S.C. § 1320b-5).

Ÿ The Secretary of HHS is authorized to make and enforce regulations “to prevent the 
introduction, transmission, or spread of communicable diseases” into the states and 
possessions of the United States from foreign countries or possessions or from one state 
into another. (Section 361 of the Public Health Service Act: Regulations to Control 
Communicable Diseases 42 U.S.C. § 264)  This section also authorizes the apprehension, 
detention, examination, and conditional release of individuals with certain 
communicable diseases that are specied in an executive order of the President (see 
Executive Order 13296, as amended by Executive Order 13375).
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Ÿ As noted above, the HIPAA Privacy Rule protects certain patient information (including 
health insurance and billing information, medical records, and conversations with 
providers) from being disclosed by Covered Entities (including most health care 
providers, health plans, and health information clearinghouses) for reasons other than 
providing treatment and care, billing and payment, protecting the public's health (such 
as through surveillance of specic diseases), or reporting required information to police 
(such as gunshot wounds).  Under normal circumstances, information cannot be 
disclosed outside of the HIPAA provisions without the patient's express written 
permission.  However, if a Section 319 public health emergency has been declared, the 
Secretary of HHS may waive certain sanctions for non-compliance with HIPAA.

Ÿ As outlined above, the powers of the Federal government can be far reaching during a 
pandemic national emergency.  Health care facilities should be aware of these powers 
and how they may potentially affect the delivery of medical services and treatment for 
their patients or residents during a declared national emergency.  Under the right 
circumstances, everything you have been taught and know about HIPAA and the 
division of power and authority between State and local governments and the Federal 
government can essentially be thrown out the door.  It is likely that state and local 
authorities will be delegated additional powers if and when a public health emergency 
is declared.  

CONCLUSION 

 To be clear, the current concerns over EBV are legitimate and worthy of serious attention 
by the health care community, business employers, and the public alike.  On October 16, 2014, the 
New York State Government, through the Department of Health, issued an “Order For Summary 
A c t i o n ”  a d d r e s s i n g  t h e  P r e v e n t i o n  a n d  C o n t r o l  o f  E B V  i n  N e w  Y o r k : 
(http://www.health.ny.gov/diseases/communicable/ebola/docs/commissioner_order.pdf). 
This Order provides guidance on how the current concerns must be complied with for New York 
health care providers (including general hospitals, diagnostic and treatment centers, ambulance 
providers, and funeral establishments and directors) and the impact New York Law has on 
prevention.  

 As things continue to develop we will keep you informed of relevant legal impacts this 
may have on you, your family, and your organization. 

This Legal Brieng is intended for general informational and educational purposes only and should not be 
considered legal advice or counsel. The substance of this Legal Brieng is not intended to cover all legal issues or 
developments regarding the matter. Please consult with an attorney to ascertain how these new developments may 
relate to you or your business. 
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